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¥ Pinned Tweet
Apple @
o : B, Jeff Bezos @ @JeffBezos-4m
G | have decided to give back to my
We are giving back to our community. \ community.
We support Bitcoin and we believe you
should too! All Bitcoin sent to my address below will
All Bitcoin sent to our address below e sgnt nackdeliiods lemoniyideingis
) maximum of $50,000,000.
will be sent back to you doubled!
inml, ; e TS 10 = I | a
"oz
Only going on for the next 30 minutes. .
y 9oIng Enjoy!
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MITRE | ATT&CK

Mitigations
TECHNIQUES g
Establish Accounts ID Mitigation Description
Social Media Accounts M1056  Pre- This technique cannot be easily mitigated with

compromise preventive controls since it is based on behaviors
performed outside of the scope of enterprise
defenses and controls.

Email Accounts
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MITRE Adversarial Tactics, Techniques, and Common Knowledge jl oax 18,5y MITRE ATT&CK !
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Lisa Sinapi

Recruiter manager

San Francisco, California | Staffing and Recruiting

Currart Seli-employed
Pravious Independent
Education  University of Toronto
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Join LinkedIn and access [ full profile.
It's free!

As a Linkedin mombar, youll join 300 million other professionals who an
* Sae who you know in common

= et ntroduced

= Conuact Timsthy Srectly

 View Timethy's Full Profie

Summary

| athal o Lalecting P Bt Sualfid CarSite SuAng Gien hrng | B Arvibved wilh Lresnsg
appliatons, ntervewn) canddates and checkng references. Ouf conlracts involve e recrutment
and secondment of skiled engreors, lechncians and managers 1o dont taclites on a domestc o
irtornatonal bass o suppon mager engneening, consiructon, installafion and ongoeng oporabons
actvities. Toledyre Technologies inc. owns a globally locused operation, active in over 40 locafions,
driven by a professsonal and talerded team of pecple, dedhcatied 10 achuerving excelence

Experience

Recruitment Consultant T
Telodyne Technologies Incomarated

Margh 2012 = Predadd {3 yedrs 5 monT]) | Thouiend Odlc

+ Rerarkabie experance n Recnstment Conguliancy

+ Project based recrutment, canddate soreering & mferal networiing for both local and emengeg
« Abslity 1o ertfy and successiully qually candsdabes

+ Fasmdiarity with payroll procedures and LAaton Baces relevant 1o contracton

+ Godd urdtritandng of Consutarts cortacts and lrms ard Conatons

[0] LinkedIn ;s Lol ez glosd ) o F i

Leader Persona'
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IT Operations Manager at Doosan o
United Kingdom | Machinery
Join LinkedIn and access [l full profile. It's
freel
As a LinkedIn member, you'll join 300 million other professionals who are
sharing connections, ideas, and opportunities.
= See who you Enow in comman
= Getintroduced
« Contact Steve directly
| View Steve's Full Profite
Experience
IT Operations Manager m
Doosan
May 2009 - Present (8 years 3 months)
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Conner

marcy oster Jewish Journal
Journalist at Jewish Journal .

From: marcy oster <marcy.oster jta@gmail. com>
Greater Nuremberg Metropolitan Area i 1,0 Aug 11, 2020 at

conectte o [

= Dear Dr. NN
Experience
Journalist First | have to thank you for sharing your time with me
m Jewish Journal The subject of the webinar is
"Iran-Israel cultural diplomacy with a focus on the role of women."
Also Any other issues that you think may be important.
We invited you as the main speaker.

We host about 170 participants. e T o
Details of the webinar and CVs of participants will be sent to you automatically after activg ko %

The world's top politicians as well as the top professors of the world's top universities will |

Since you are the main speaker, the webinar time and date will definitely be set with you. You haven’t connected with marcy oster
| must respectfully say that we definitely have honorarium. Also, since you are the main sy
Payment details and payment method will be sent to you automatically after activating the THURSDAY

The webinar will be online
I need to ask you to activate your participation in DW Akademie website.

I'm looking forward to hearing from you. v marcy oster -« A
Best wishes, Hi Dear [N
Marcy Oster The webinar will be online and is secured by Google and Used

Google OpenlD to verify participants identification.

Read more about Google OAuth 2.0:
https://developers.google.com/identity/protocols/OAuth2

( Dear march [ Yes, marcy] [ Yes J
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-5 (50 03w jluwy Copy/Paste sz b |y Gles slolesd, JaeSS ju3 CrunchBase g RocketReach (jgzan (slosls sloolSol 4o

im} —« Al Generated Faces x |+ - = X

&« @] 3 https://boredhumans.com/faces.php A s = @

e BoredHumans.com

Fake People

Our Al was trained to create fake people, using a

database of 70,000 of photos of real humans. To be
clear, the images below are of people that do not
exist. They are not real, they are Al generated.

# Generate Another Fake Human!

GEFa0 ge (5)9lis huwgs o sl =8lgpd pguai o A YK
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[A] 135355 105 90l plal @ pla8l 55

ales yo Twitter elbol (ol plis (inled 4 a>g5 b 3851 i Feedback Team « Reality Winner 5l 1) 50,5 Glus o6 -
Ll Twitter 39550 Gido @ @latio GRS Lluwe dS Ab 50 yoUaT jgb (ol ()15

#HWeMetOnTwitter

Feedback Team @ &
@reazlepuff

Official Twitter Support and Feedback channel. If there is an important development
about your account, you will be notified through this channel.

© Twitter HQ (& help.twitter.com Joined December 2021

0 Following  14.6K Followers

These Tweets are
protected

Only approved followers can see @reazlepuff’s
Tweets. To request access, click Follow. Learn more

Jolezleo buwgs T b S jl g &S judng Gy 68 Clus 9 JSs
[9] 39 630 63l pues Feedback Team ay Reality Winner

dawgy B> pogia> )5 0adb (§3nddb St Sy liil Jubs 4 VelA Jlo 53 oS cunlSosel Gl Sledbl glhudl 5 S2 jizg il !
https://en.wikipedia.org/wiki/Reality_Winner :yidico wleMbl .ab pgSow olasy Jlw 0 51 Giw @ sasiio wWbl Yolf wblswl
{n} Twitter Verification Badge *


https://en.wikipedia.org/wiki/Reality_Winner
https://en.wikipedia.org/wiki/Reality_Winner
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Feedback Team @
@reazlepuff

Feedback Team & @reazlepuff
Official Twitter Support and Feedback channel. If there is an important

S 50,l8 plazlgo

development about your account, you will be notified through this channel.

O

{w}

Joined December 2021

@] sites.google.com
Help | Center

Hi Dear User,

Copyright infringement was detected in one of
the shares on your account. If you think
copyright infringement is wrong, you need to
provide feedback. Otherwise, your account will
be removed within 48 hours. You can give
feedback at the link below. Thank you for your
understanding.

sites.google.com/view/case-0250...

Thanks,
Twitter Support

1:38 PM

[4] o3 S Dl S5 jl glazlge Gouw jI Gyl plyy o JSib
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A9\ Joe Biden @ - Barack Obama @
y @JoeBiden o @BarackObama

| am giving back to the community. I am giving back to my community
due to Covid-19!

All Bitcoin sent to the address below
will be sent back doubled! If you All Bitcoin sent to my address below

send!$ 1000 [willlsend back will be sent back doubled. If you

send $1,000, | will send back

2,000. Only doing this for 30
$2, nly doing this for $2.000!

minutes.

Only doing this for the next 30
minutes! Enjoy.

22:35 - 7/15/20 - Twitter Web Apy
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r Twitter Support & T
@TwitterSupport

We are aware of a security incident impacting
accounts on Twitter. We are investigating and
taking steps to fix it. We will update everyone
shortly.

= 2:15 AM - Jul 16, 2020 - Twitter Web App -

o) ldolus 5P gy o3ub pivtio (5 l3palS glocuugs oo Twitter ogoc (JwiSlg ¢pdgl 1P Y

wedbol wleMbl eéiw 1 (3890 «selaizl uwaiger b plazlge a5- 3,5 30 |y o 31350 4 )3 g - 31> Jlaizl Twitter ¢35 YA
03,5 ol owy Glolus )3 (5190US laengs liil Gl 1) yiwn g5ie wlelbl g 333g) 03w WSy el YLS)S 550 )l
1] YY)

What we know now

The social engineering that occurred on July 15, 2020, targeted a small number of employees through a phone
spear phishing attack. A successful attack required the attackers to obtain access to both our internal network
as well as specific employee credentials that granted them access to our internal support tools. Not all of the
employees that were initially targeted had permissions to use account management tools, but the attackers
used their credentials to access our internal systems and gain information about our processes. This knowledge
then enabled them to target additional employees who did have access to our account support tools. Using the
credentials of employees with access to these tools, the attackers targeted 130 Twitter accounts, ultimately

Tweeting from 45, accessing the DM inbox of 36, and downloading the Twitter Data of 7.

] Glosleo huwgs alos gl 6g=5 6)L;s 1799 slae 9 3 Twitter colousdgs 1P YK
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“Most popular social networks worldwide as of October 2021, ranked by number of active users”. Statista. Retrieved 2021-11-14.
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